
ASSESSMENT

AI Readiness Assessment
Microsoft 365 Copilot Deployment Readiness

Assess. Remediate. Deploy with Confidence.



Microsoft Copilot is Transforming Productivity

70%
Fortune 500 Adoption

Companies piloting Copilot

$30
Per User Monthly

Significant license investment

15-30%
Productivity Gains

Expected improvement

The opportunity is real. But so is the risk. Early adopters gain competitive advantage, but readiness is critical.



CRITICAL ISSUE

The Hidden Risk

Copilot Respects Your Existing 
Permissions

This powerful feature becomes a vulnerability 
when permissions are misconfigured.

Overshared Documents

Copilot surfaces them to anyone 
with access

Anonymous Links

Copilot finds and indexes 
sensitive data

Guest Accounts

Copilot helps them search your content

Before Copilot

These were latent risks hidden in your environment

After Copilot

These are accelerated risks with AI-powered discovery



What We've Found

In assessments across hundreds of organizations, we've discovered a consistent pattern of security gaps that put Copilot 
deployments at risk.

100%
Organizations with at least one critical security issue

Finding Average Count

Anonymous sharing links 127

Admins without MFA 3

Dormant guest accounts 67

Sensitive files unlabeled 342

External forwarding rules 8

Average CAF Score: 3.4/5.0 — Below the Copilot Ready threshold, indicating significant remediation needed before 
deployment.



Introducing AI Readiness 
Assessment
AI Readiness Assessment comprehensively scans your Microsoft 365 
environment to identify and prioritize security risks before Copilot 
deployment.

Assess

Deep scan across all M365 workloads

Remediate

Prioritized 30-day action plan

Deploy

Clear path to Copilot readiness

Objective CAF Score (1.0-5.0) for measurable readiness

Industry benchmarking to compare against peers

Expert guidance throughout the remediation journey



The CAF Score

We measure what matters most: four critical pillars that determine if your environment is truly ready for Copilot.

1

Data Security

Sharing, labels, guest access

2

Governance

Azure Policy, RBAC

3

Compliance

MFA, Conditional Access

4

Infrastructure

Azure readiness, licensing



METHODOLOGY

Score Interpretation

4.5 - 5.0

Copilot Ready

4.0 - 4.4

Minor Gaps

3.5 - 3.9

Needs Improvement

< 3.5

At Risk



Complete M365 Coverage
Our assessment scans every corner of your Microsoft 365 environment, leaving no security gap undetected.

Teams

Shadow users, guests, 
ownerless Teams

SharePoint

External shares, anonymous 
links, "Everyone"

OneDrive

External access, Chat Files 
exposure

Groups

Public groups, guest members

Exchange

External forwarding, inbox rules

Entra ID

Admin MFA, dormant guests

Purview

Unlabeled files, DLP gaps



Why AI Readiness Assessment?
Go beyond basic checklists with deep technical analysis and actionable intelligence that Microsoft's free tools can't provide.

Capability Microsoft Free Tools AI Readiness Assessment

Depth High-level checklists Deep permission scan

Detection Basic prerequisites Proactive risk identification

Output General guidance Specific action plan

Scoring Pass/Fail CAF Score (1.0-5.0)

Benchmark None Industry percentile



MSP Partner Program
New Revenue Opportunity for Partners

Program Benefits

White-Label Reports

Your branding on all deliverables

Volume Pricing

Competitive margins for partners

Training & Certification

Technical enablement included

Marketing Support

Co-branded materials and campaigns

Revenue Use Cases

Lead Generation

Free initial scans to attract prospects

Consulting Revenue

Paid assessments and analysis

Remediation Services

Implementation and fixes

Copilot Deployment

End-to-end project management



PRICING

Simple, Transparent Pricing

Assessment Only

€1,500
Full M365 environment scan

CAF Score and breakdown

Risk detection report

up to 250  users

Subscription

€10,500
for MSP

Unlimited tenants

White Labeling

up to 250 users

Contact us for volume pricing and enterprise packages tailored to your organization's needs.



Let's Talk
Ready to assess your Copilot readiness? Contact us today to schedule your comprehensive M365 security 
assessment.

Website

cloudiway.com

Email

feedback@cloudiway.com

Demo

compass.cloudiway.com

Request Assessment Schedule Demo

https://compass.cloudiway.com/
https://gamma.app/docs/screenshot


APPENDIX A

Technical Details
Scanning Architecture

Our assessment platform leverages enterprise-grade Microsoft APIs with read-only access, ensuring zero impact on your production 
environment while delivering comprehensive security analysis.

Microsoft Graph API

Unified endpoint for M365 data access

Exchange Online PowerShell

Deep mailbox and transport rule scanning

Analysis Engine

Multi-tenant SaaS platform with AI-driven risk detection

Security Model

Read-only access, zero data storage, SOC 2 compliant

Privacy First: We never store your content. Our scans analyze metadata and permissions only, with all data encrypted in 
transit.



APPENDIX B

Complete Scan Coverage
Metrics by Workload

Microsoft Teams

Number of Sensitive Items

Number of High-Risk Items

Number of External Links

Number of Teams with Shadow Users

Number of Teams with Guest Users

Number of Teams without Owners

Number of Private/Shared Channels

SharePoint Online

Total Site Collections

Sites with External Users

Sites with High-Risk Items

Sensitive Items with Anonymous Links

Sensitive Items Shared with Everyone

OneDrive for Business

External Access Enabled

Chat Files Exposure

Anonymous Links Created

Sensitive Files Shared Externally

Microsoft 365 Groups

Public Groups Count

Groups with Guest Members

Ownerless Groups

Groups with External Sharing

Exchange Online

External Forwarding Rules

Auto-Forward Enabled Mailboxes

Suspicious Inbox Rules

Transport Rule Vulnerabilities

Entra ID (Azure AD)

Admin Accounts without MFA

Dormant Guest Accounts

Risky Sign-Ins

Legacy Authentication Usage

Microsoft Purview

Unlabeled Sensitive Files

DLP Policy Gaps

Retention Policy Coverage

Compliance Score Breakdown



Deploy Copilot with Confidence
Don't let hidden security risks derail your AI transformation. 
Start your assessment today.

1
Schedule Your Assessment

30-minute consultation to scope your environment

2
Receive Your CAF Score

Comprehensive report within 5 business days

3
Execute Remediation

Follow our prioritized 30-day action plan

4
Deploy Copilot Safely

Launch with confidence and security


